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Security Accreditation Process

1. Education (from top-down)
2. Pre-assessment ( self governed )

3. Remediation
a) policies & procedures
b) technical solutions and settings
c) security skills transfer

4. Audit (QSA)

5. Maintenance phase -

a) to ensure that you continually monitor your
compliance status
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Update on PCI DSS — Global Perspectives (1)

Reminder — what are the threats of non compliance
to the industry
— Increase in Fraud Levels
— Harm to your business
— Card Re-issuance Costs (Costs passed to the merchant)
— Inconvenience to customer & loss of consumer Confidence
— Adverse Publicity for your organization
« Name & shame
e Brand & Reputation Damage

— Legislative Interest — Threat of Governmental Regulation

» Already have PCI DSS into Law in Nevada, Minnesota, New Hampshire
— This will become federal Law in the US with 5 years & EU will follow
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Update on PCI DSS — Global Perspectives (2)

US remains the most compliant territory in terms of
PCI DSS

Wireless & Virtualization SIG White Paper
— Benefits and dangers of Virtualization for payment systems
— Definition of Virtualized “Network Components”

— Details on how to create security zones

» Cross Virtualization Leakage
» Weaknesses in Hypervisor (access control, patching, monitoring)
» Change control within Virtualized environments

Tokenization vs End to End Encryption
PCI DSS will be updated in October 2010
— PCI DSS Lifecycle Reminder — from 2 to 3 years

— V2.0 — “no major changes but clarifications”
« PCI DSS and PA-DSS 2.0 Summary of Changes — Highlights
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Update on PCI DSS — Global Perspectives (3)

Inflexion Point for PCI DSS in Europe
— What's the inflexion Point?
— Europe vs US

— PCI Maturity Levels Criteria
o PCI DSS & Credit Card Related Incidents
* Market Background Information
e Retail Industry & PCI DSS
* Level 1 Merchant Info
» Acquiring banks & Aggregators PCIl DSS readiness pro  grams
e QSAs
 PCI DSS coverage within security circles
 PCI DSS Council Participating Organizations

PCI DSS in the News
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Helsinki, National Bureau of Investigation is examining the big card

HELSINKI POLICE information burglaries in Finland
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Falice Department »
More than 100 000 available in the hacker-proof card number

Surveillance and early warning Helsinki police computer crime unit will examine the criminal took place in Helsinki on a large
activities » card information theft. Moverment in Helsinki poorly secured payment system was exported to
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Lostand Found »

Did you knowy ... ] ] ] ] o
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card counterfeiting.

Contact »
Falice hope, particularly for small traders to check the commitment of the system security.
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Update on PCI DSS — Global Perspectives (4)

— The Heartland Payment issue

* But my QSA did confirm my compliance status...
— QA Program for QSAs

 Why a QA Program

» 8 Principles of the QA Program

« Already have some QSAs in remediation

— Issues due to Lack of understanding of compliance | evels &
validation mechanisms

— Focus on Security Awareness Training
« Recommendations for eLearning & tests

— Assessors are spending more time analysing policies and
procedures

— Overall Trends as regards continuous compliance
 PA-DSS - Pin Transaction Security
« |SO 27001 cross over — multi regulations mapping
* ROI of PCI DSS Compliance
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Update on PCI DSS — The UK Perspective (1)

PCI DSS & Credit Card Related Incidents

RBS WorldPay data breach incident
March 2009 BBC report:

» Credit card and debit card fraud cost the UK bankin g industry £608m in 2008 —
a rise of 14% on 2007

Market Background Information

Data Protection Act 1998 & Impact on PCI DSS

Focus on UK Online Retalil

2009 CyberSource UK Online Fraud Report (6th Edition )

“Data security and PCI compliance is another area wh  ere responsibility varies
across organizations [...]. CIOs/IT Directors tend to be held accountable in most
organisations (36%), although the CEO/MD is not far behind (27%).

The person responsible for the payment security policy should have complete visibility
of their organisation’s end-to-end approach to manag ing sensitive data . This is not
simply about data storage, but moreover, all system and human interaction with
payment data — this can make the task incredibly complex.”

“payment tokenisation with remote secure storage and hosted payment acceptance
services [provided by CyberSource] let you capture and process payments without
storing or transmitting payment data . This is a great way to streamline PCI compliance
and mitigate security risk”
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Introduction to the Payment Card
Industry Data Security Standard
(PCI DSS)

Live Security News &

French net filtering plan
rnoves fonward

Planet Fithess Merchant Compliance Portal New browser tweaks Chrome

SECUrity
Govt throws £4.3m at internet
fraud prevention

) ) ) EFIC files privacy complaint
= Click here to view Merchant Compliance Portal FAQ's against Google Buzz

OpenOffice 3.2 fixes several
vulnerahilities

Support Helpline
Call:(646) 688-3380

Email Suppott:
support@vigitrust.com
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Update on PCI DSS — The UK Perspective (3)
QSAs in the UK

28 QSA’s without counting Global QSAs
We can expect market consolidation because

* The market is too crowded in the UK: Too many assessors for too
few level 1 & 2 organizations

» Price of recertification is too high for the rewards as assessment
unit prices are driven down through market over supply

Quality of UK QSA is to be scrutinized because of the price war
going on in the country

Some QSAs for PCI DSS will now focus on PA-DSS
QSAs are trying to become the trusted advisors

QSAs are teaming up with acquiring banks and payment service
providers to offer PCI DSS programs to lower levels

e Levels 3 &4

» But please note that QSA validation of SAQs is NOT required in
the UK or in Ireland — only in Canada
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Update on PCI DSS — The UK Perspective (4)

PCI DSS coverage within security circles

— ISACA, ISSA, VendorCom, Financial Services Club

— Retail Cards & Payments, London 12 ® & 13t May 2010

— Contactless Cards & Payments, London, 21 st & 22" June 2010

UK & PCI DSS Council participating Organizations

— Barclays, HSBC, Royal Bank of Scotland Group and LI  yods TSB - one
third of the overall registered POs in this categor vy

— APACS and VendorCom listed as organizations — most represented in
Europe

— UK accounts for half the POs listed as POs on the s ite with Kingfisher IT
Services, Sanderson, Secureelectrans and Serve base.

— Remarkably the UK has 12 out 13 merchants listed as POs:

Alliance Boots, Co-Operative Group, IL Ltd, JD Spor ts Fashion Plc, John Lewis,
Sainsburys, Tesco Stores Ltd, Transport for London, TUI Travel Plc, Vodafone UK,
WM Morrisons Plc

020910 ©2003-2010 VigiTrust 15/21



What about PCI DSS in Ireland then (1)?

PCI DSS & Credit Card Related Incidents
— Fraud is on the increase including credit card frau d
— ATM fraud
— PED fraud
Market Background Information
— Data Protection Act 2003
— Is data breach notification really coming to Irelan d?
Retail Industry & PCI DSS
— Hospitality Industry is being targeted by Visa
Acquiring banks & Aggregators PCI DSS readiness pro  grams
— Elavon & AIB are actively writing to merchants

— Compliance readiness programs vs. PCI DSS validatio n
programs

— Other programs available from security houses, Paym ent
Service Providers and POS providers
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What about PCI DSS in Ireland then (2)?

QSAs

— 3 main QSAs plus 3 International QSAs

— Watch this space...

PCI DSS coverage within security circles

— ISSA

— ISACA

PCI DSS Council Participating Organizations

— Only 5 so far...
Future for PCI DSS in Ireland looks quite bright ac  tually

— All the signs are here — this is getting serious

— The fact that IPSO is focusing on PCI DSS is tellin g
— DPA already covers personal financial info

— Financial regulator may well look into it very soon
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Update on PCI DSS — UK vs other territories
Three Year outlook

M| 2010 levels

W Exopected 2012 levels
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Update on PCI DSS — Conclusions

What does it mean for your organization?

PCI in the UK is happening now — be prepared! Irelan d s
following suit

UK is extremely well represented within the PCI DSS
community — Ireland could do better

Security Professionals in the Ireland are very acti  ve
around PCI DSS challenges and 2010 will be even bus ier
In terms of PCI DSS events

SearchCompliance.co.uk regularly writes about PCID  SS

There will be more fines
» They may initially be driven by Data Protection Act fines
» They are already being imposed by Visa

You need to start taking corrective action

now and comply by the end of 2010!
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Tips & Recommendations to comply with PCI DSS in20 10

What first steps can you take?
— Remember the five accreditation process steps
* Education
* Pre-assessment (internal)
* Remediation

If you-atenet-already In the process

« Continuous compliance

of getitngreomypdiant, make sure you
get started RoW! This is happening for
real-and:won.tige away!

» Policies & procedures: draw up a list of P&Ps in pl ace @ your org.
» Technical Solutions: update your network diagram + pen test
» Awareness Training: identify in-scope employees and start the
education process
— Ensure you use a comprehensive readiness program!
Validation only does not cut it for PCI DSS!
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For more information on PCI| DSS and
how VigiTrust can help

www.VIgiTrust.com

Credit card Security 101
PCI DSS 101
Security 101

@ 1998 Randy Glasbergen. www.glasbargen.com

PCI DSS & ISO 27001 White Paper
Future of Security Standards

Mathieu Gorge

mathieu.gorge@vigitrust.com Yit'y thedatest innovation in office safety
. . . When your computer crashes, an air bag is activated
http://www.linkedin.com/in/mgorge 40 yois won't bang your head in frastration.*

Cell: +353 87 623 8649

Office: +353 1 453 9143 WWW.Vigitrust.com
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